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IIpumeyanue K JOKyMEHTY

Ha3BaHue 10kymMeHTa
<IIucpbmo> Munobpnayku Poccuu ot 14.05.2018 N 08-1184
"O HampaBneHnu HHGopManuu'"
(BMecte ¢ "MeToANYECKUMH PEKOMEHIALMSIMH O pPa3MEIICHHH Ha MH()OPMALMOHHBIX CTEHMAAX,
oUIMANBbHBIX MHTEPHET-CAliTax M JAPYruxX HH(GOPMAIMOHHBIX pecypcax o01eo0pa3oBaTeIbHBIX
OpraHM3aliil U OPraHoB, OCYIIECTBIISIOIINX yIIpaBieHUE B cdepe oOpazoBaHUs, HHPOPMAIMU O
0€30MacHOM MOBEJEHUH U UCII0JIb30BaHUU ceTH "HTepHeT")
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MWHUCTEPCTBO OGEPA30BAHUA U HAYKU POCCUACKOW ®EOEPALINA

OENAPTAMEHT FrOCYQAPCTBEHHOW MOJIUTUKN B COEPE
OBLUEIN0 ObPA3OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUN UHPOPMALINA

JlemapTaMeHT ToCyIapCTBEHHON MOJUTUKH B cepe obiero obpazoBanuss MunobpHayku Poccun
HarpaBJsieT JUisi CcBeAeHUs1 pazpaboranHbie Bpemennoit komuccueit Cosera depepanuu 1Mo pa3BUTHIO
MH(OPMALIMOHHOTO OOIIeCTBA METOAMYECKHE PEKOMEHJAIMKU O pa3MEeNIeHHMH Ha WH(OPMAaIMOHHBIX
cTeHAax, OpUIIMaIbLHBIX HHTEPHET-CaliTax U APyrux HHPOPMAIMOHHBIX pecypcax 00111e00pa3oBaTeIbHBIX
OpraHM3alliii W OpPraHoB, OCYIIECTBIISIIOIIMX YIpaBieHHe B cdepe oOpasoBanus, WHGOPMALUU O
0€301MacHOM MOBEJICHUH U UCIIOJIb30BaHuU ceth "MHTepHeT".

Hupekrop [emapramenra
A.E.IIETPOB

[Ipunoxenue

METOANYECKUE PEKOMEHOALIUU
O PASMEWEHUN HA UHOOPMALIMOHHbIX CTEHOAAX, O®ULUUATIbHbIX
WHTEPHET-CAUTAX U APYIT'MX UHOOPMALIMOHHbIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALMA 1 OPITAHOB, OCYLLUECTBNAOLWMX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOPOPMALIUX O BE3OINMACHOM
NOBEAEHUU U UCTOJIb3OBAHUU CETU "MHTEPHET"

OkcnepramMmu W ujneHamu BpemenHnoil komuccun Cosera @ezpepalii 1O  Pa3BUTHUIO
MH(POPMAIIMOHHOTO OO0IEeCTBA B pPaMKax BBIOJHEHUS PEKOMEHIAUMN MapJaMEeHTCKUX CIyIIaHuH
"AKTyallbHbIE BOMPOCHI OOecmedyeHus: O€30MacHOCTH W Pa3BUTUA JA€Te B HMHPOPMAIMOHHOM
npoctpaHcTBe”, KoTtopble mponun B Coere @Penepauuu 17 anpens 2017 r., 6buM pa3paboTaHbI
METOJIMYECKUE pEeKOMEHJAllMd O pa3MelleHMH Ha UWHQOPMAIMOHHBIX CTeHAaX, O(UIHaTbHBIX
MHTEepHET-caiiTax 1 ApYrux HHPOPMALMOHHBIX pecypcax 001eo0pazoBaTeIbHbIX OpraHU3aluii 1 OPraHoB,
OCYIIECTBISIONINX YIpaBieHUEe B cdepe oOpazoBanus, WHPOpPMAIMH O OE30MaCHOM TOBEJICHUU U
ucnonb3oBanuu cetu "MuTepHer" (nanee - METOIMUECKHE PEKOMEH IALINH ).

Meroauueckue  peKOMEHJALMM  HAlpaBJIEHbl HAa  KAYECTBEHHOE  TOBBIINIEHUE  YPOBHA
MH(OPMAIIMOHHON JEATENLHOCTH O00IIe00pa30BaTeIbHBIX OpPTaHU3AIMA M OPTaHOB, OCYIIECTBISIONIUX
ynpasieHue B cdepe oOpa3oBaHUs, B 4acTH WH(OOPMHUPOBAHUS YYAIIUXCS, UX POAHUTENEH (3aKOHHBIX
Mpe/ICTaBUTENe) W TMEeAarorn4ecKuX pabOTHUKOB 00 OCHOBHBIX AacleKkTaXx HH(POPMAIIMOHHOM
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0€30I1aCHOCTH.

MeTtoauueckre peKOMEHIAlMKM TO3BOJSAT 0O0IIe00pa3oBaTeIbHBIM OpraHU3alUsiM W OpraHam,
OCYIIECTBISIONINM yIpaBlieHHe B cdepe o00pa3oBaHUs, aKTyalH3UPOBATh YXKE HCIOJIb3yeMbIe |
pa3MenieHHble HH()OPMALIMOHHBIE MaTepHAalIbl, TAK U MOJATOTOBUTH MX B CIy4ae MX OTCYTCTBUS C y4ETOM
JTYYIIUX TPAKTUK U PEKOMEHIAIUN.

B paMkax MeTOaM4ECKUX PEKOMEHIALMI pacCMaTPUBAOTCS CIEAYIOIINE HHCTPYMEHTBI:
1. nH(bOpMAIIMOHHBIE CTCH/IBI;
2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi HH(pOpMAIUH (IIKOJIBHBIE T'a3€Thl, EarOrHuecKie U3IaHus U APYTHE).
UHdopmaLumnoHHbIe cTeHAbI

Ha nadopmanmonHsix creHnax B 001eo0pa3oBaTeIbHBIX OPTaHU3aIMIX, PACIIONOKEHHBIX B (oiie
yupexaeHuil U B KaOMHETax, OCHAIIEHHBIX HNEPCOHAIbHBIMM YCTPONCTBaMHU JUIsl BbIXOJA B CETb
"NHTepHeT", peKOMEHyeTCs Pa3MECTUTh HHPOPMALIMOHHBIE TAMSTKH, COJEPIKAIIE OCHOBHBIE COBETHI 10
obecreyeHno HHPOPMaLMOHHOM 0€30MaCHOCTH YYaIIUXCsl.

B npunoxenun N 1 kK MeTOIMYECKMM pPEKOMEHJALMSAM INpeICTaBieH oOpasel NaMsaTKd Ui
pa3MeleHust Ha THPOPMALIMOHHBIX CTEHAAX.

CpenctBa maccoBoun MH(popmaumm

B cpenctBax maccoBoil MH(popMaiuy, OpUEHTUPOBAHHBIX Ha OOYYAIOUIMXCS, PEKOMEHAYeTCs B
T€YeHHE Yy4eOHOro TrojJia perysipHO IMyOJMKOBaTh HH(POPMAIMOHHBIE MaTEpUasbl, MOCBSILEHHbIE
OT/eNIbHBIM acleKTaM HHPOPMALMOHHOM 6€30aCHOCTH, a TaK)Ke pa3InYHble TaMATKH OOILEro Xxapakrepa.

B cpeactBax maccoBoit mH(pOpMalNUK, OPUEHTHUPOBAHHBIX HA MEJArOrMYecKyr0 OOIIECTBEHHOCTD,
peKOMeHAyeTcs B TeUEHHE KaJIeHJAapHOI'0 rojia peryssipHo MyO0IMKoBaTh HH(GOPMAIIMOHHBIE MaTepHalbl,
MTOCBSIIICHHBIE OTJEIbHBIM aclieKTaM HH(OPMAIMOHHOM 0€30M1aCHOCTH KaK HECOBEPIIEHHOJIETHUX, TaK U
00111€00pa30BaTENbHBIX OpPraHU3alfil, a TaKKe pa3IMYHble MaMATKH, 0030pbl HOPMATHBHO-IIPABOBOTO
perynupoBaHusi JaHHOW cdepbl U MHPOPMALMIO O aKTyalbHBIX MEPONPUSATUSAX U COOBITHUAX B JTAHHOM

cdepe.

B xone mpomeaenuss Emumnoro ypoka mo Oe3omacHoctH B cetu "HMHTepHeT" pexomMeHIyeTcs
00eCeunTh BBITYCK TEMAaTUYECKOTO BBITYCKa CPEICTBA MACCOBOW HH(OPMAIIHH JTHOO0 CEpUU ITYOTUKAIIHA,
Cpemu KOTOPBIX PACCMOTPETh OPTaHW30BAHHBIE MEPONPUSTHS JUIsl OOYYAIOIIMXCS, WX PpOJUTENEH
(3aKOHHBIX TMPECTABUTENEH ) U TIEAaArOTHIECKON OOIECTBEHHOCTH.

OdmumanbHble UHTEepHeT-pecypcbl
O6H_l606pa3OBaTCHBHBIM OopraHu3anusiam PCKOMCHAYCTCA Ha CBOUX O(i)I/ILII/IaJIBHLIX

WNuTepHer-pecypcax obecrneunTh (QYHKIMOHUPOBAHUE CAMOCTOSTENBHOTO M CIEHUATU3UPOBAHHOTO
pasznena "MHdopmanmonHas Oe3omacHOCTh", B paMKax KOTOpPOTO MPEAYCMOTPETh pa3MelleHne

KOHcyHbTaHTHJIIOc www.consultant.ru Crpanuna 4 u3 20

HaJeKHasl IpaBoBasi MOAAEPIKKa



<[ucsmo> MunobpHayku Poccun ot 14.05.2018 N 08-1184
"O HampaBieHuH HHpopMauH"
(BMmecte ¢ "MeToagu4ecKMMH PEKOMEHIALUSAMH O...

Joxyment npenoctasien Koncynsrantlmoc
Jlara coxpanenus: 17.04.2019

cienyromel nHpopMaIuu:

N

Pazgen/moapaznen

dopmart
MpeACTaBICHUS
MaTepuasoB

Copep:xaHue MaTepuasoB

JlokanbHbIE
HOPMATUBHBIC aKTHI B
cthepe obecrieueHus
MH(POPMAIMOHHOM
0€301acHOCTH
o0yJaromuxcs

Kormuu 10KyMeHTOB B
¢dopmare *PDF

Pa3mMemniarorcst KoUK TOKyMEHTOB, T.€.
CKaHMPOBAHHBIM BapHAHT TOKyMEHTA,
COOTBETCTBYIOIIUI TPEOOBAHUSAM K
napameTpam CKaHUPOBAHHUSL.
PasmMeniarorcst JTOKyMEHTHI,
perIaMeHTHPYIOIIIE OPTaHU3alUI0 U
paboTy ¢ IepCOHAIbHBIMH JJAHHBIMH,
TUTAHBI MEPOTIPUSATHIA 10 00ECTICUYCHHIO
nH(pOpMaIMOHHOM 0€30MMacHOCTH
00ydJaronmxcs 1 Apyrue.

Hopmatushoe
peryiupoBaHue

Konnu 1okymeHToB B
dopmare *PDF

[TyGuKyIOTCS aKTyalbHbIE CBEICHUS O
benepanbHbIX U PErHOHATBHBIX
3aKOHaX, MMChMaxX OPTaHOB BJIACTH U
Jpyryue HOpPMaTHBHO-TIPABOBBIE
JOKYMEHTBI, PETJIaMEHTHPYIOLIHE
obecrieueHre HHPOPMAITMOHHOMN
0€3011aCHOCTH HECOBEPLIEHHOIETHUX.
JlommyckaeTcsi BMECTO KOIH pa3MeIaTh
THIIEPCCHUTKN Ha COOTBETCTBYIOIINE
JIOKYMEHTHI Ha caiiTax OpraHoB
roCyJ1IapCTBEHHOM BJIACTH.

Ilemarormueckum
paboTHHKaM

TekcT Ha cTpaHuIle
caira

Komun 1oxkymeHTOB B
dopmare *PDF

Pazmemniarorcg MeToudecKre
PEKOMEHIAIMU U YKa3bIBAETCA
nH(pOpMaLKs 0 MEPOTIPUATHSIX,
MIPOEKTaxX U MporpaMmmax,
HaHpaBJ'IeHHBIX Ha ITOBBIILICHNEC
MH(OPMAIIMOHHON TPAMOTHOCTH
IIeJarOortdcCKux pa6OTHI/IKOB.

OO6yuaromumcst

TekcT Ha cTpaHulle
camra

Pa3smemaercst unpopmanronHas
namartka (npunoxkenue N 2) u
yKa3bIBaeTCsi HHPOpMAIUs O
MEPONPUATHSIX, IPOEKTAX U
IporpaMMax, HalpaBJIEHHbIX Ha
MOBBIIIIEHUE UH(OPMAITMOHHOMN
IrPaMOTHOCTH O0yYaroIINXCs.

Ponurensm
(3aKOHHBIM

TekcT Ha cTpaHule
camra

Pa3smemaercst unpopmanronHas
namaTtka (npunoxenue N 3).
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HPEJICTaBUTEIISIM)
o0yJaromuxcst
6. |Herckue Ge3omacHble | TekcT Ha cTpaHHIIe Pa3mermmaercst unpopmanus o
CalThI caiita PEKOMEH/TyeMBbIX K UCIIOJIb30BAHUIO B

y4eOHOM Tpoiiecce 0e30MaCHbIX
caiitax, 6aHHepbI OE30MACHBIX JETCKUX
CalTOB.

OpranaM, OCYHICCTBIISIFOIIMM YIpaBieHHe B cdepe 0oO0pa3oBaHHs, PEKOMEHIYETCS Ha CBOMX
opurnmaneueix  MHTEpHET-pecypcax  obOecnedynTh  (YHKIIMOHUPOBAHHWE  CAMOCTOSITENIBHOTO U
CrienuaIn3upoBanHoro paszena "MHbopmaonHas 6€30MacHOCTB", B paMKax KOTOPOTo MPEAyCMOTPETh
pa3MenieHue ciaeayroniei napopmanmm:

[Ipunoxenne N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3OMACHOCTM AETEM

HEJNb3A

1. Bcem moapsin cooOmiaTe CBOIO YacTHYIO MH(oOpMaiuioo (Hacrosime ums, Gamuimio, tenedoH,
ajipec, HOMep IIKOIIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBU U JIpYy3eii);

2. OTKpBIBaTh BIIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HAEIllb OTIIPABUTEIS;
3. I'pyOuth, npuaupaThesi, OKa3blBaTh AABJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiics neHbraMHu TBOEH ceMbM 0€3 paspellieHus CTapluX - BCEerja CrpaiiuBai
poauTenen;

5. He Bcrpedaiics ¢ VIHTepHET-3HAKOMBIMM B pEaJbHOM XU3HHU - IIOCOBETYMCS CO B3pOCIBIM,
KOTOPOMY JI0BEPSEILb.

OCTOPOXHO

1. He Bce mumyt npaBay. Yurtaems o cebe HempaBay B MHTepHeTe - coobuu 006 3TOM CBOMM
POOUTEIAM U ONICKYHAM;

2. IlpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIM 110/IBOXA;
3. He3zakonHoe konupoBanue ¢aiiios B UHTepHETE - BOPOBCTBO;

4, Bcerna paccxasblBaﬁ B3POCJIBIM O Hp06neMax B CCTH - OHU BCCT A TIOMOT'YT;
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5. Wcnonb3yil HacTpoKu 0€30MacHOCTH M MPHUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AKKAyHTHI B
COLICEeTSX M JPYTruX MopTajax.

MOXHO
1. YBaxaii Ipyrux mojb30BaTenei;
2. [Tonb3yenibest MTHTEpHET-UCTOUYHUKOM - JIejiail CChUIKY Ha HEro;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarkcs 3a MOMOLIBI B3POCIBIM - POJUTENIH, ONEKYHbl M aJAMHUHUCTpAlMs CAWTOB BCeria
IIOMOT'YT;

5. Ipoiian oO0yuyenue Ha caiite "CeTeBUYOK" U MOTYYH MacnopT HUGPOBOro rpaxkaiaHuHa!

[Tpunoxenue N 2

NMHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBHBIX AHTEPHET-PECYPCAX

C KaXIpIM TOIOM MOJIOJICKH B WHTEPHETE CTAHOBUTHCS OOJNbIIE, a IIKOJIBHUKU OJHU U3 CaMbIX
AKTUBHBIX TOJIb30BaTesnel PyHera. Mexay TeM, NOMHMO OIPOMHOIO KOJMYECTBA BO3MOKHOCTEW,
WHTEPHET HeCeT U MpoOJieMbl. JTa maMsATKa JOJKHA TOMOYb Te0e 6€30MacHO HaXOUThCS B CETH.

KoMnbroTepHble BUPYCbI

KoMnploTepHBII BHPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IMPOrpamMM, OTIUYHUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBIISIETCS] CHIOCOOHOCTD K pa3MHOXKEHHIO. B 1onoHeHne K 3TOMY, BUPYChI MOT'YT
MOBPEINUTh WJIN MOJHOCTbIO YHHUTOXHUTh Bce (aillibl U JaHHbIE, TOJKOHTPOJIBHBIE MOJIb30BATENIO, OT
MMEHHU KOTOpOro ObuIa 3allyllleHa 3apa)K€HHasl MporpamMma, a TakkKe MOBPEIUTh WM JIaXKe YHUYTOXHUTh
OIEPALMOHHYIO CHCTEMY CO BceMH ¢ailiamMu B 1eiaoM. B GOJbIIMHCTBE CllyyaeB PacHpOCTPaHSIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MeToas! 3alIUTEI OT BPCAOHOCHBIX IPOrpaMM:

1. Mcnionb3yii COBpEMEHHBIE ONEPANIMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN YPOBEHB 3aIlIUTHI OT
BPEIOHOCHBIX MPOrPAMM;

2. IloctosHHO ycraHaBnuBail mautd (UMQpOBBIE 3amaTKU, KOTOpPblE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LENbI0 JOpabOTKM MpOrpamMMbl) W JApyrue OOHOBIICHHS CBOEH OnepanroHHOMN
cucrembl. CkaunBail UX TOJBKO ¢ opuIMaNbHOrO caiita papadorunka OC. Ecnu cymiecTByeT pexum
aBTOMaTHYECKOT'0 OOHOBJICHHSI, BKIIIOUH €r0;
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3. Paboraii Ha cBOEM KOMIIBbIOTEpE TOJ MpaBaMH IOJIB30BAaTeNs, a HE aJMHUHUCTpaTopa. DTO HE
MO3BOJINT OOJIBIIMHCTBY BPEAOHOCHBIX IPOTPaMM HHCTAIIMPOBAThCS HAa TBOEM MEPCOHAIBLHOM
KOMITBIOTEPE;

4. MHcnonp3yii aHTHBHPYCHBIE IIPOTPaMMHBIE IPOAYKTBI H3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3NUECKH JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcnionp3yil BHENIHIE HOCUTENN WH(POPMAIINH, TAKHE KaK (remka, AMcK uin (aidn u3 uHTepHeTa,
TOJIBKO M3 MIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIC (Dailibl, MOJyYEHHBIC M3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxe Te
¢ailnpl, KOTOpPBIE MTpHCIIaT TBOM 3HAKOMBIN. JIyuIlle yTOuHU y HEro, OTHPABJIsUI JIU OH Te0e HX.

Cetn WI-FI

Wi-Fi - 5370 He B/ Iepeiauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIb Open, Mmapka. Eme B 1991 roxy
HUJIepIIaH/ACKas KoMmmaHus 3apeructpupoBasia Opern "WECA", uto 0003Hauano CloBOCOYETaHUE
"Wireless Fidelity", koTopslit mepeBoauTcs Kak "GecrpoBoiHAsS TOYHOCTD'.

Jlo Hamrero BpeMeHu Jonuia apyras abopeBuaTypa, KoTopasi sSBISIETCS TAaKOW )K€ TEXHOJIOTHEH. ITo
ab0peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHJApPT BBICIICH 3BYKOBOW TEXHUKU
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKast TOYHOCTB".

Ha, OecrutaTHeIi MHTEPHET-AOCTYN B Kade, OTeIsIX M adpoHopTax sBISETCS OTIMYHOM
BO3MO>XHOCTBIO BbIXOZla B MHTEpHET. Ho MHOTHE 3KCIepThI CUUTAIOT, uTo obmenoctynubie Wi-Fi cetu He
SBIISIIOTCS] 0€30MaCHBIMHU.

CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIETOCTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nmuuHyro uHpopmaruto yepes obmenocrynusie Wi-Fi cetu. PaboTast B Hux,
KeIaTeJIbHO He BBOAMUTH MAPOJIH TOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa;

2. Vcrionb3yit u 0OHOBIISIM aHTUBUPYCHBIE ITPOrpaMMbl U OpaHMayep. TeM caMbIM Thl 00€3011acHIlb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOMICTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢ynkuumio "OOmmit goctyn k ¢aitnam u npuatepam".
JlaHHas (GYHKIOHSA 3aKphiTa MO YMOJIYAHHWIO, OJHAKO HEKOTOpHIC MOJB30BATEIM AKTHBHPYIOT €€ JUIs
y100CTBa HCIOIB30BaHUA B paboTe UK yueoe;

4. He ucnonp3yit myonuunsii WI-FI mist mepenaun qu4HBIX JaHHBIX, HAIpUMEp JJIA BBIXOAA B
COLIMAJIBHBIE CETU WM B DJIEKTPOHHYIO IOUTY;

5. Ucnonw3yit Tonpko 3amuiieHHoe coenuHenue depes HTTPS, a me HTTP, t.e. mpu nHabope
BeO-aapeca BBOAM nMeHHO "https://";

6. B mo6unpHOM Tenmedone orkmroun ¢yHkiuioo "Tloakmrouenue k Wi-Fi aBromarnuecku". He
JIOTyCKal aBTOMaTHYECKOTO MOAKIIOUYEHHUs ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornacusi.
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CoumnanbHble ceTu

ConuanbHble CETH AKTUBHO BXOAAT B Hally >KU3Hb, MHOTHE JIOAUW pabOTalOT M KUBYT TaMm
HOCTOSIHHO, a B Facebook y»ke 3aperucrpupoBan Muuinaps 4enoBeK, YTO SIBJISETCS OJHOMN CeIbMOI BCEX
XKHUTeNeHd MaHeTel. MHOIrHME IMOJb30BaTeId HE IMOHMMAIOT, 4TO HMHQOpMaius, pa3MelleHHas UMH B
COILIMAJIBHBIX CETSIX, MOXKET OBITh HalJIeHa M MCIOJIb30BaHA KEM YIOJHO, B TOM YHUCIIE HE 0053aTEeNBHO C
OJ1aruMu HaMEpEeHUSIMH.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH B COITMAIBHBIX CETSIX:
1. Orpaauyb CUCOK Jipy3ei. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYYaHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amumiaii cBOIO YacTHYIO XHM3Hb. He ykaspiBail maponu, TenedoHBI, aapeca, AaTy TBOETO
POXKIECHUS U IPYTYIO IUUHYIO0 HHPOPMALUIO. 3II0YMBIIIIEHHUKH MOT'YT UCII0JIb30BaTh AaXKe HHPOPMALIUIO
0 TOM, KaK Thbl U TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAHUKYJIbI;

3. 3amuinail CBOIO pemyTaIuio - IepKU €€ B YUCTOTE U 3a7aBail cebe Bompoc: XOTell Obl Thl, YTOOBI
JIpYTUe TOJB30BaTeNId BUJEIH, YTO Thl 3arpyxaemb? [logymaii, mpexae 4em 4YTo-TO OMyOJMKOBATh,
HaIlUCATh U 3arpy3UTh;

4. Ecau Tbl TOBOpULIb C JHOJbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIB3YH CBOE peallbHOE UMSI U IPYTYIO
JMYHYIO0 HHGOPMALUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U IIPOYEe;

5. U3beraii pasmemenust portorpaduii B TaTEpHETE, T1E THI H300pa)KEH HA MECTHOCTH, 110 KOTOPOU
MOXHO OINPEAEIIUTh TBOE MECTOIIOJIOKEHHE;

6. IIpu perucrpanuu B COLMAIBLHON CETH HEOOXOUMO HUCIIOJIb30BATh CIOKHBIE MAPOJIU, COCTOSIIIINE
u3 OYKB U (P U ¢ KOJTUUECTBOM 3HAKOB HE MEHee &;

7. Jlns couuaabHOW CETH, MOYTHI U JPYTUX CAMTOB HEOOXOJMMO HCIIONb30BAaTh Pa3HbIE MapoJId.
Torna ecnu Te6s1 B37IOMAIOT, TO 370YMBIIUIEHHUKU OIYYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpa3sy.
ONEeKTPOHHbIE AeHbIM

ONEeKTPOHHBIE JEHbIU - 3TO OYEHb YI0OHBIN CIIOCOO MIIaTeXel, OJJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT IOJTYYUTh ITU JACHBIH.

SJ'IGKTpOHHI)Ie JACHBI'M MOABUJIMCH COBCEM HCIABHO U UMCHHO M3-3a OTOI'0 BO MHOTHX IroCyaapCTBax
A0 CUX IIOP HE IMPOIMMUCAHO PO HUX B 3dKOHAX.

B Poccun xe oHM (YHKIMOHHMPYIOT M O HUX YXe€ MPOMHCAHO B 3aKOHE, I/l UX Pa3JeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercss MPOBOAWTH omepanuu 0e3 HIAeHTU(UKALKUK T0Jb30BaTENs, a B HEAHOHMMHBIX
UACHTU(DUKAIMS TOJIB30BATENs ABISETCA 0053aTENbHOM.

Takxe crneayeT pa3nuyarh IEKTPOHHbIE (UATHBIE IEHBIU (PaBHBI FOCYAapCTBEHHBIM BaJIIOTaM) U
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JNIEKTPOHHBIC HEUATHBIE IEHBI'H (HE PABHBI TOCYJAPCTBEHHBIM BATIOTaM).
OcHOBHBIE COBETHI 110 6€30MacHOI paboTe C IIEKTPOHHBIMU JCHbIaAMU:

1. ITpuBskM K cueTy MOOMIIbHBIN TenedoH. ITO caMblil yAOOHBII 1 OBICTPHIN c10cO0 BOCCTAHOBUTH
JOCTYII K cueTy. [IpuBsi3aHHbII TereOH MOMOXKET, €CIIi 320y 1eIIb CBOU IUIATEKHBIN NapoJIb HIIH 3ai/IeIh
Ha CAlT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Ucnonb3yit ogHopazoBbie naponu. [locie nepexona Ha YCHICHHYIO aBTOpU3alMio TeOe yKe He
OyZeT yrpokaTh OMACHOCTh KPaXXH WIIK TIepexBaTa IJIaTS:KHOTO MapoJIs;

3. Buibepu cnoxubiii maponb. [IpectynmHukam OyneT He NPOCTO yragaTh CIOXHBIA Mapob.
Hanexupie maposiu - 3To mapoyiv, KOTOpbIe COIepkKaT HE MEHee 8 3HAKOB M BKJIFOYAIOT B C€0s1 CTPOUYHBIC U
MPOIKUCHBIE OYKBBI, TU(GPHI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HaK JoJuiapa, GyHTa, BOCKIUIATEeIbHbBIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOJHM CBOM JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HC JOBCPACIID.

ONeKTpPoOHHas noyTta

DJIEKTPOHHAs [IOYTA - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH MO MEPECHUIKE U TOJTYYECHHIO
ANEKTPOHHBIX COOOIIECHUH, KOTOPBIE PACIPEACISIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBINA SIIMK BBIMJISIAUT CICAYIOMIMM OOpa3oM: UMS IMOJb30BaTeNsA(@UMs_JOMeHa. Takke Kpome
nepeaadu MpocToro TeKCTa, MMEETCs] BO3MOKHOCTH Mepe1aBaTh (Pailiibl.

OCHOBHBIC COBETHI 110 0€30ITaCHOM pa60Te C BHCKTpOHHOﬁ IMOYTOM:

1. Hano BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE €cTh OrPOMHBII BBIOOP O€CIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIb U KTO IIEPBLIN B PEUTHHIE;

2. He yxa3pBall B JMyHOM mouTe auuHyro uHpopmaumioo. Hanpumep, nydme BbIOpaTh
"My3bIKaJIbHbIN (haHaT@" unu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil ABYXATAaNHYIO aBTOpU3AIMIO. DTO KOTJAa MOMUMO Mapojisi HYKHO BBOJAMUTH KOJ,
IIpHUCbUIaeMbIi 1o SMS;

4. Bpibepu CIOXHBIN Tapoiib. {151 KakI0TO MOYTOBOrO SIIIUKA JIOKEH OBITh CBOM HAIC)KHBIMU,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOKHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITOJIB3YH 3Ty BO3MOXKHOCTB;

6. Wcnonb3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [lepBbli A1 4aCTHOW NMEPENHMCKU C aJqpecaTami,
KOTOPBIM THI IOBEPSIEITh. DTO SJIEKTPOHHBIN a/Ipec HE HA/I0 UCTIOIB30BaTh TP PETUCTPAIMU Ha hopyMax 1
caiiTax;

7. He oTkpbiBail (haiinel 1 Ipyrue BIOKEHHS B MUCbMaX, J1aXKe €ClId OHHM MPUIILUIA OT TBOUX JpYy3eH.
Jlydiie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (pailibl;

8. Ilocne okoHyaHMs pabOTHI Ha TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKJIAJIKH C CAUTOM He 3a0yab
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Ha)kaTh Ha "BeriTu".
Kn6epOynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KubepOymnuHr - mpeciieoBaHHE COOOIIECHUSIMH, COJEPKAIIUMH OCKOpPOJICHUS, arpeccHio,
3allyTUBaHUE; XYJIUI'AHCTBO; COLIMAILHOE OOMKOTUPOBAHKE C IIOMOLIBIO PA3INYHBIX HHTCPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYIITUHTOM:

1. He Opocatics B 60ii. JIydmmii crioco0: MOCOBETOBATLCS KaK CeOsl BECTU M, €CJIM HET TOT0, K KOMY
MOJKHO OOpaTUTBCS, TO BHAYallieé YCIHOKOWTHCA. ECIM Thl HAYHENIb OTBEYATh OCKOPOJICHUSMH Ha
OCKOpOJIEHUS, TO TOJBKO e1lle O0JbIIIe Pa30ikIKelIb KOHDIUKT;

2. Yopasinaii cBoeil kubeppenyranmei;

3. AHOHUMHOCTb B ceTM MHHUMas. CyIIeCTBYIOT CIIOCOOBI BBIACHHTH, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He crtouT BecTH XyJIUTaHCKHI 00pa3 BUPTyalnbHOU ku3HU. MHTepHET (UKCHpyeT BCE TBOU
JNCUCTBYS M COXpAHICT UX. Y JAIUTh UX OyJeT KpailHe 3aTPyTHUTEIBHO;

5. CoGmrozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHbI HeraTuB. OIHOPa30BbIE OCKOPOWTENBHBIE COOOUICHHUS JTydIle
urHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJlbHOW CTa UM,

7. Ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETIX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI C ONpeeIEHHBIX aIpECOB;

8. Eciu Thl cBuzerens kubepOymimHra. TBOM AEMCTBUS: BBICTYNIUTH NPOTUB IpeECieoBaTes,
[I0Ka3aThb €My, YTO €ro JIEHUCTBHS OLEHUBAIOTCSA HETaTHBHO, MOAJAEPKATh XKEPTBY, KOTOPOM HYXKHA
MICUXOJIOTHYECKast TOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOTO TIOBEJIEHUS B CETH.

Mo6unbHbIN TenecgpoH

CoBpemeHHble cMapTHOHBI U MJIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3pOCIbINA (DYHKIIMOHAT, U TENEePh
OHHU MOTYT KOHKYPHUPOBAaTh CO CTALIMOHAPHBIMH KOMITbloTepaMu. OHAKO, CPEJCTB 3aIIUTHI 1JIs TOT00HBIX
YCTPOMCTB IIOKa OU€Hb Majio. TeCTUpPOBaHUE U MMOUCK YS3BUMOCTEN B HUX IIPOUCXOIUT HE TaK MHTEHCUBHO,
kak i [1K, To sxe camoe kacaeTcs 1 MOOMIIBHBIX MTPHUIIOKEHUH.

CoBpemeHHble MOOUJIbHBIE Opay3epbl YK€ MPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJIHAKO
pacupenue GyHKIIMOHAIA BIIEYET 3a C000i OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

llaneKo HE BCC MPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ’IGHI/I5[, 3aKpPBIBAIOIIUEC KPUTHYCCKUEC YA3BUMOCTHU
JJIs1 CBOUX yCTpOﬁCTB.

OcCHOBHBIE COBETHI JyIsi 6€30MacCHOCTH MOOMIILHOTO TenedoHa:

Huuero He sBaseTcs MMO-HACTOAIICMY OCCILIATHBIM. ByI[L OCTOPOKCH, BC/Ib KOT'ld Tebe npeajararoT
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OecrutaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCITYTH;

Hymaii, pexxae yem otnpaBuTh SMS, ¢oro mimu Buaeo. Tel TOYHO 3Haemib, riae OHU OyayT B
KOHEYHOM utore?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIIsI MOOMJIBHBIX TeNE(OHOB,;

He 3arpyxail npuaoxeHus: OT HEN3BECTHOTO UCTOYHHKA, BElb OHH MOT'YT COJCPKaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocie TOro Kak ThI BIAJCIIb C caiiTa, ryie BBOAWI JHYHYIO MH(POPMAIUIO, 3aiiili B HACTPOMKH
Opay3epa u ynamu cookies;

[Tepuonuuecku npoBepsii, Kakue IUIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;
JlaBaii cBoii HOMEp MOOMIILHOTO Tesie()OHA TOIBKO JIFOJSIM, KOTOPBIX ThI 3HACIIh U KOMY JIOBEPSIEIIb;

Bluetooth momkeH ObITH BBIKITIOUEH, KOTJa Thl UM HE ToJib3yelibes. He 3a0b1Bail mHOTAAa IPOBEPATH
3TO.

Online vrpsbl

COBpeMeHHI)IG OHJI&ﬁH-PII‘pLI - OTO KpaCOYHBIC, 3aXBAaTbIBAIOIIUMC PA3BJICUCHUA, O6’beI[I/IH$HOHII/Ie
COTHH TBICAY YCIIOBCK 110 BCEMY MUDPY. I/IrpOKI/I HUCCIICAYIOT )IaHHLIﬁ UM MHUp, O6H_[aIOTC${ Apyr € Apyrom,
BBIITOJHAKOT 3aJaHUA, CpaXXaroTCsd C MOHCTPaMH U IMOJY4YarOT OIIBIT. 3a YAOBOJBLCTBUEC OHU INJIATAT:
MOKYIIAOT AUCK, OIJIAYHUBAKOT a0OHEMEHT WJIN an/I06peTa10T KaKHuC-TO OIIIIHH.

Bce atu cpenctBa MayT Ha MOJJEpKAHME U PAa3BUTHUE WMIPBI, a TakkKe Ha caMmy O0e30MacHOCTH:
COBEPIIEHCTBYIOTCSI CHUCTEMBl aBTOPM3AllMM, BBITYCKAIOTCS HOBbIE MaTud (LUQPOBBIE 3arjaaTKU s
MIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUIrpax CTOUT OIlaCaTbCAd HE CTOJIBKO CBOUX COINCPHUKOB, CKOJIBKO KpaKH TBOCTO MapoOJid,
Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpHU3aAlUN OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu ipyroit urpok BeAeT ce0s III0X0 UK co3/jaeT TeOe HEMPUATHOCTH, 3a0JI0KUPYH €ro B CIIUCKE
UTPOKOB;

2. Iloxamyiics aAMMHUCTpPATOpaM UIPbl Ha IUIOXOE€ MOBEACHHE 3TOrO0 MIPOKA, HKEJIATEIBHO
IIPUJIOKUTH KAKUE-TO TI0KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 11uHyt0 HHGOpMaIUIo B Ipodaiiie urpsl;
4. YBakall Ipyrux y4acTHHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,
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6. Mcnonp3yil ClI0KHbIE U pa3HbIe ApOJIH;

7. Jaxke BO BpeMsi UTPbI HE CTOUT OTKJIIOUaTh aHTUBUPYC. [Toka ThI urpaenib, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

PULLMHT UNKn KpaXxa JIN4HbIX AaHHbIX

OOBIYHON Kpaxel JeHer W JOKYMEHTOB CErOJHSI YK€ HHUKOTO HE YIWBHIIL, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHH 3JOYMBIIUICHHUKH IEPEMECTHIINCh, B MHTEPHET, W IPOJO/DKAIOT 3aHHUMAThCS
"MrOOMMBIM" JETTOM.

Tak mosBHJIach HOBasi yrpo3a: UHTEPHET-MOIICHHUYECTBA WM (DUILMHT, TJIaBHAs I€JIb KOTOPOTO
COCTOWT B ITOJIYYCHUN KOH(DHICHITUATBHBIX IAHHBIX ITOJIH30BATEIICH - TIOTHHOB U NapoJiei. Ha anriumiickom
s3pike phishing ynTtaercs kak ¢ummuHr (ot fishing - peiOHas noBis, password - Mapos).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITHMHTOM:

1. Cnenu 3a cBOMM aKkKayHTOM. Eciu ThI MOJ03peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HEOOX0JMMO 3a0JIOKMPOBATh €€ U COOOLIUTH aIMHUHUCTPATOPaM pecypca 00 ITOM Kak MOYKHO CKOpee;

2. I/ICHOHBBYﬁ 0e30macHbIE Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBIX CUCTCM;

3. Hcmonws3yit cnokHbIE W pa3Hble Mapojd. Takum oOpa3oM, eciu TeOs B3JIOMAalOT, TO
3JI0YMBIIIJICHHUKH TIOJyYaT JOCTYI TOJILKO K OJJHOMY TBOEMY MPO(MUIIIO B CETH, & HE KO BCEM;

4. Ecnu Te04 B3110MaId, TO HEOOXOAUMO MPEAYIPETUTH BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00aBIEHbI
y Te0st B ApY3bsIX, O TOM, YTO Te€Osl B3JIOMAJIM U, BO3MOXHO, OT TBOETO UMEHU OYIET pacchliaTbCs cliaM U
CCBUIKM Ha (DPMIIIMHTOBBIE CANUTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKII0YM cOXpaHEeHHe MapoJs B Opaysepe;

7. He oTkpbiBaii (haiinel u Ipyrue BIOKEHHS B MUChMaX, J1a)e eClIi OHHM MPUIILUTA OT TBOUX JpYy3eH.
Jlydmie yTO4HM Y HUX, OTIPABJISUTH JIX OHU TeOe 3TU (halIbl.

LndpoBas penyrauyus

[MudppoBast pemyramuss - 3TO HeraTUBHAs WJIM TO3UTHBHas HH(poOpManus B ceTU O Tebe.
Komnpomerupyromas uHpopmanus, pa3MelieHHasi B UHTEPHETE, MOXKET CEPbEe3HbIM 00pa3oM OTpPa3UThCs
Ha TBoeH peanpHOU )u3HH. "lludpoBas pemyrarmus" - 3TO TBOH MMHIK, KOTOPBIA (opmMupyercs us
uHpopmanuu o Tebe B MHTEpHETE.

TBOE MeCTO KUTEITHCTBA, YIeObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa U pacCcKa3bl
0 OJIM3KUX - BCE TO HAKATUTMBAETCS B CETH.

MHorue noapoCcTKH JETKOMBICIEHHO OTHOCATCS K MyOJIuKauuu JudHoi nndopmanuu B HTEpHeTE,
HE TMOHUMasi BO3MOXKHBIX MoOcieAcTBUUA. Thl nake HE CMOXKEUIb JOTaaaTbcs O TOM, 4TO QoTrorpadus,
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pa3MeleHHas 5 JeT Ha3ad, CTaja MPUYUHON O0TKa3a MPUHATH TeOst Ha paboTy.

KommeHTapuu, pasmernieHue TBoux ¢ororpaduii u apyrue IEHCTBHS MOTYT HE MCYE3HYTh JaXKe
MOCJIe TOTO, KaK Thl UX yJAIHIIb. Thl HE 3HACHIb, KTO COXPaHWI 3Ty MH(OpMAIHIO, Tomaja Ju OHA B
MOMCKOBBIC CHCTEMBl M COXPAaHWJIACh JIW OHA, a TJIABHOE: YTO MOJYyMAaIOT O TeOe OKPY)KAIOIIME JIFOJIH,
KOTOpBIC HAWIYT U YBUAAT 3T0. Haiitn nHpOpMaIuiO MHOTO JIET CITYCTSI CMOXKET JIFOOOH - KaKk U3 J0OpBIX
oOYKICHUH, TaK U C HAMEPEHHEM TPUYHHUTH BPEI. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3a1TUTe MU(PPOBOI pemyTaIuu:
1. ITogymait, mpesxie 4em 4To-To MMyOJIMKOBATh U MiepeaBaTh y ce0s B 6JI0re MM B COLIMATILHON CETH;

2. B Hacrpoiikax npo¢uisi YCTaHOBU OrpaHUYEHHUS Ha IMPOCMOTP TBOEro MNpopuiIsi U €ro
COJIEP)KMMOT0, CJIeTIail ero TONBKO "is Apy3ei;

3. He pasmemaii u He yka3piBali MH(OpMAIHMIO, KOTOpas MOXET KOTro-TUOO OCKOPOJSITh WIN
00MXaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIEe NIKOJIBHUKH - AKTUBHBIE 110JIb30BATEIN HUPPOBOro npocTpancTBa. O1HAKO AAJIEKO He
BCE 3HAIOT, YTO MOJB30BaHNE MHOTUMH BO3MOKHOCTSIMHU II(PPOBOTrO MHpa TpedyeT coOIr0IeHHs IpaB Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepmuH "HHTEIIEKTYalIbHAST COOCTBEHHOCTB' OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM YEJIOBEYECKOTO
yMa, HAYMHas ¢ HOBBIX M300peTeHH 1 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U MY3bIKaJbHBIMU MTPOU3BEACHUSMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIICKTYaJIbHYI0 COOCTBEHHOCTh Ha NPOU3BEICHMS HAYKH,
JUTEpaTypbl M HCKycCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadyeCcTBE TapaHTHUM TOrO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPyl aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBelJIMBbIE
BO3MOXXHOCTH 3apa0oTaTh Ha pe3ybTaTax CBOETO TPyAa, HOJYyUYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
paspelleHnss aBTOpa HE MOXET BOCIPOU3BOJUTH €ro IPOM3BENEHHUE, PACIPOCTPAHATh, MYOJINYHO
JEMOHCTPUpPOBaTh, IMpoJaBaTh, HMIIOPTUPOBAaTh, NycKaTb B MpOKaT, MyOJIWYHO HCHOJHSATH,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniars B IHTepHere.

Hcnonp3oBanue "muparckoro’ nporpaMMHOI0 00ecreueHrs MOKET IPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JIaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, IJie YCTAaHOBJIEHA HeJeraiabHas
nporpaMma. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYIOT JIETAIbHbBIE U O€CIIJIaTHBIE TPOTPaMMBbl, KOTOpbIE
MO>KHO HalTH B CETH.

O noprtane
CCTCBI/I‘-IOK.p(I) - TBOU TI'JIaBHBIA COBETYHK B CETH. SILCCL TbI MOKCIIb Y3HATH O 0€30I1aCHOCTH B CETH

MOHSTHBIM U JOCTYIHBIM S3bIKOM, a TP BOSHUKHOBEHUH KPUTHUECKON CUTyallud 00paTUTHCS 32 COBETOM.
A Taxke MPUHATH y4yacTHe B KOHKYPCaxX U CTaTh CaMbIM LHU(POBBIM I'pak JaHUHOM!
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[Tpunoxenue N 3
NAMATKA onA POOUTENENA OB MH®OPMALIMOHHOWN BE3OMNACHOCTU OETEN

Onpenenenne TepMuHa "WHPOpManMoHHAs Oe3omacHOCTh nered" comepxkutcs B denepanbHOM
3akoHe N 436-03 "O 3amure aereil oT HHGOPMAIUH, IPUIUHSIONICH BPEl UX 3I0POBBIO U PA3BUTHIO",
PETyIHUPYIOIIUM OTHOLICHHS, CBSI3aHHBIE C 3aIlMTON JeTeil oT MH(pOpMaluu, TPUYUHSIONIEH Bpen UX
3I0pOBBIO | (WIH) pa3BuThio. COrIaCHO TaHHOMY 3aKOHY "MH(OpMaroHHas OE30MaCHOCTh AeTel" - 3TO
COCTOSIHME 3alUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBINM C MpUYMHEHUEM MH(OpMaluen
Bpe/a UX 370POBbIO U (WIH) (PU3HUECKOMY, ICUXUIECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepansHoro 3akoHa N 436-O3 undopmanueid, NprUUMHSIONIEH Bpell 310pOBbI0 U (WJIH)
Pa3BUTHIO IETEH, SIBISACTCS:

1. undopmarus, 3anpenieHHas s pacpoCTPaHEHUs CPEIu JAeTel;

2. uHpopMaIus, pacIpoOCTpaHEHUE KOTOPOW OTPAHMYCHO CPEIH JIeTEH ONpPEe/IeICHHBIX BO3PACTHBIX
KaTeropui.

3. K undopmanuu, 3anpeiieHHoN /i pacpoCTpaHEHUs CPEAU €T, OTHOCUTCS:

4. undopmanus, nodyxaromas JeTed K COBEpIIEHUIO JeWCTBUM, NMPEACTaBIAIONMX YIPO3y HX
KHU3HU U (UIM) 310pPOBBIO, B T.U. IPUYMHEHHIO BpPEJa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. cIOCOGHOCTH BBI3BATH Yy JIETEH KeJlaHUe YIIOTPEOUTh HApKOTUYECKHE CPEJICTBA, ICUXOTPOITHBIE U
(uM) OXypMaHMBAIOIIME BELIECTBA, Ta0auHble W3JENUS, AIKOTOJbHYIO U CIHMPTOCOAEPIKALLYIO
MPOAYKIUIO, TTMBO U HANMTKH, U3rOTaBIMBAaEMble Ha €r0 OCHOBE; MPUHATH y4acTHUE B a3apTHBIX UIpax,

3aHUMAaTbhCA HpOCTHTYHHGﬁ, 6p0}1${)KHI/I‘IeCTBOM HIIN HOHpOHIaI\/’IHI/I‘-IGCTBOM;

6. O6OCHOBBIB8.I-OH.I&5[ HJIN OIlpaBAbIBaromass AOIYCTUMOCTb HACUIIUSA U (I/IJ'II/I) ’KECTOKOCTH JIHOO0
HO6Y)KI[aIOHIa$I OCYHICCTBJIATE HACUJIbCTBCHHBIC HGI)'ICTBI/ISI IO OTHOIICHUIO K JIKOAAM H ) KHBOTHBIM,

7. oTpuIaONas ceMeHble IIeHHOCTH U (OPMUPYIOLIast HEYBaKEHHUE K POAUTENSIM U (UJIH) IPYTUM
YJIeHaM CEMbH;

8. olpaBABIBAIOLIAs IPOTUBOIPABHOE ITOBECHHE;
9. coneprkaniasi HELIEH3ypPHYIO OpaHb;
10. coneprxkarast HHGOPMAIUIO TOPHOTpahUUECKOr0 XapaKkTepa.

K undopmaiuu, pacnpoctpaHeHHE KOTOPOH OrpaHUYEHO Cpelu JAETel ONpeAeseHHOTo BO3pacTa,
OTHOCHTCSL:

1. undopmanus, npeacTanisieMas B BUI€ H300paK€HUS WK OMMCAHUS KECTOKOCTH, (PU3NYECKOTO U
(MIM) ICUXMYECKOT0 HACHIIUS, TPECTYIICHNUS WIIK MHOTO aHTHOOIIECTBEHHOTO JIEHCTBHUS;
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2. BbI3BIBAIONIAs y JETEH CTpax, y’Kac WIH MAHKUKY, B T.4. IPEJICTaBIsIeMast B BUAEC U300paXKEHUs UITH
OINMCaHUs B YHUKAIOIICH Yel0BEUYeCKOe JTOCTOMHCTBO (pOpME HEHACUIILCTBEHHON CMEpTH, 3a00JIeBaHuUs,
camMoyOHMiicTBa, HECUACTHOTO CIy4asi, aBapuu WIIH KaTacTpodbl U (W) UX TOCIEACTBHIA,

3. mpeacTaBisieMas B BUJIC H300payKEHUS WIIA OMMCAHUS TTOJIOBBIX OTHOIICHUH MEXIy MYXUYMHOU U
JKCHIITMHOM;

4. comeprkaiiias OpaHHBIE CII0BA U BBIPAXKCHUSI, HE OTHOCSIIHECS K HELEH3YpHOI OpaHH.

C yuerom sToro Bam mpennararorcs mpaBuiia paboThel B ceTd MHTEpHET sl pa3TUYHBIX BO3PACTHBIX
KaTeropui, codJ0JeHue KOTOPIX O3BOJIUT 00ecreuynTs HHPOPMAIIMOHHYIO 0€30M1aCHOCTh BaIlIMX JI€TEH.

O6wme npaBuna ans poguTtenen

1. He3aBucumo oT Bo3pacTa peOeHKa HCHOJb3yHTe MporpaMMHOE oOecledeHue, IOoMOoraroliee
(GUIBTPOBATH U KOHTPOJIMPOBATH HH(POPMAIIHIO, HO HE TOJIaraiiTech MOJHOCTHIO HAa Hero. Baie BHUMaHMe
K peOEHKY - IJIaBHBIM METOJ 3aLUThI.

2. Ecim Bam pebGeHOK WMeeT akKayHT Ha OJHOM U3 coluaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMaTeNbHO H3Y4YHTE, KaKyl0 HH(GOPMALMIO TMOMEMIAIOT €ro
YYaCTHHKH B CBOMX Mpoduisix u 6orax, Bkiovas Gororpaduu u BUACO.

3. IlpoBepbTe, C KakuMU APYrMMHM caiiTaMM CBs3aH COLMalbHBIA cepBuc Bamero pebeHka.
Crpannuku Bamero peOeHka MoryTr ObITh 0€30MacHBIMH, HO MOTYT M COJEP)KAaTh CCHUIKM Ha
HE)XeJaTeNlbHbIe U ONTacHbIE CAalThI (HalpuMep, OPHOCANT, MU caiiT, Ha KOTOPOM JIpYT YIIOMUHAET HOMep
cotoBoro tenedona Bamero pebenka ninu Bamn qomairHuii agpec)

4. oomrpsiiite Bammx geteii coo0mars 000 BceM CTPAaHHOM MIIU OTTAIKHBAIOIIEM U HE CIUIIKOM
OCTPO pearupyurte, Korja OHU ATO JeNaroT (M3-3a OMaceHUs MOTepsATh AocTyn K MHTepHeTy netu He
TOBOPST POJUTENSIM O MpodIemMax, a Tak)ke MOTYT HauaTh HCIOIb30BaTh IHTEpHET BHE JOMa U IIKOJIBI).

5. bynpre B Kypce ceTeBoil xku3Hu Bamiero pedenka. MHTepecyiiTech, KTo UX Apy3bs B IHTEepHET Tak
e, KaK THTEPECYETeCh PEaIbHbIMU JAPY3bIMHU.

Bo3pacTt ot 7 no 8 ner

B NnTtepHeTe peOeHOK cTapaeTcs MOCETUTh T€ UM UHBIE CANTHI, @ BO3MOXKHO U YaThl, pa3pelieHne Ha
MOCEIEHUE KOTOPBIX OH HE MOIy4YrJ1 Obl OT poauTeneil. [loatomy poauTtensiM 0coOEHHO MOJIE3HbBI OyIyT Te
OTYETBI, KOTOPbIE MPEIOCTABIIAKOTCI NPOrpaMMaMu IO OFPaHUYEHHUIO UCIOJIb30BaHus HTepHera, T.e.
PonuTtensckuii KOHTPOJIb WJIM TO, YTO BBl CMOXKETE YBHJIETh BO BpeMeHHBIX (aitnax. B pesymbrate, y
pebenka He OyneT OUIYIIEHHS, YTO 32 HUM BEAETCS MOCTOSHHBIA KOHTPOIb, OJHAKO, POAUTETH OYyIyT
MO-TIPE)KHEMY 3HaTh, KAaKUE CAMTHI MoceniaeT ux peoeHok. JleTu B JaHHOM BO3pacTe 00J1aal0T CUITLHBIM
9yBCTBOM CEMbH, OHU JIOBEPUUBHI U HE COMHEBAIOTCS B aBTOpUTeTax. OHU JIOOST UTPATh B CETEBBIC UTPHI
U TyTEIeCTBOBaTh Mo MHTEpHETY, HCHOJIb3ysl JIEKTPOHHYIO MOYTY, 3aXOAUTh HA CAWTBI M YaThbl, HE
PEKOMEHIOBAHHBIE POAUTEIISIMH.

Cogersl 110 Oe3omacHocTH B cetr IHTepHeT y1st eteit 7 - 8 net
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1. CoznaiiTe ciucoK JOMAaIIHUX IIPAaBUII OoceleHus MIHTepHeTa Ipu ydacTuu JeTel u TpeOynTe ero
BBITIOJIHEHUS.

2. TpeOyiite or Bamiero pebenka coOJII0€HUSI BPEMEHHBIX HOPM HAXOXKJEHHUS 32 KOMIIBIOTEPOM.
[Tokaxxute pedenky, uto Bbl HaOmogaeTe 3a HUM HE MOTOMY 4TO Bam 3T0 Xouercs, a moromy uto Ber
0ecroKoUTECh O €ro O€30MaCHOCTH U BCET/1a TOTOBBI €My ITOMOYb.

3. Komnblotep ¢ mnoaxmoueHueM K VHTepHETy NODKEH HaxOAMTbCs B OOIIEH KOMHAaTe IOJ
IIPUCMOTPOM POJUTENCH.

4. HCHOJ’IBE&YﬁTC crieguaJiIbHbIC ACTCKHUEC ITIOMCKOBBIC MAallIMHbI.

5. Hcnonp3yiiTe cpeicTBa OJOKUPOBAHUSA HEKEIATETHHOIO KOHTEHTAa Kak JIOMOJIHEHHUE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIO.

6. Co3pmaiiTe CeMEWHBIN AJICKTPOHHBIA SIIUK, YTOOBI HE TO3BOJIUTH JIETSM HMETh COOCTBCHHBIC
azpeca.

7. bunokupyiiTe poctynm K caitaM ¢ OeCIUIaTHBIMH TIOYTOBBIMHU SIIIUKAMU C TOMOIIBIO
COOTBETCTBYIOIIEr0 IPOrpaMMHOT0 0OecTIeyeHUsI.

8. Ilpmyunte nereil coBeroBaThcsi ¢ Bamu mepen omyOnMKOBaHHMEM KakoH-IMOO WHGOpManuu
CpeACTBaMU 3JIEKTPOHHOM MOYTHI, YaTOB, PErUCTPALMOHHBIX GOpPM U Ipoduiei.

9. HayuuTe neteii He 3arpykath (ailiipl, IpOrpaMMbl WM MY3bIKY 0€3 Balllero COrIacHsl.
10. He paspemaiite AeTsM UCIOJIB30BaTh CIYKObl MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.

11. B "Oenbiii" criucok caliToOB, pa3pelIeHHBIX ISl OCEUIEHHs, BHOCUTE TOJIbKO CalThl C XOpOIIe
pernyranuei.

12. He 3a0biBaiiTe OecenoBath ¢ AeThMU 00 MX JIpy3bsix B MHTepHeTe, Kak eciiu Obl peyb Iijia O
JIpY3bsiX B peabHOM KU3HU.

13. He nenaiite "taOy" U3 BONPOCOB IMOJIOBOM *H3HHU, TaK Kak B VHTepHeTe IeTH MOTYT JIETKO
HATKHYThCS Ha IOPHOTpa(HIo UIH CalThl "1 B3pOCHbIX".

14. Ilpuyuute Bamero pebeHka cooOmaTe BaM O JIOOBIX yrpo3ax WM TPEBOTax, CBSI3aHHBIX C
WnutepHerom. OcraBaiiTech CHOKOHHBIMH M HAIlOMHUTE AETSAM, YTO OHU B OE30MACHOCTH, €CIIU CaMH
pacckazaii BaM 0 CBOMX TpeBorax. [loxBanure X v MOCOBETYWTE MOJOUTH €llie pa3 B OJOOHBIX CIIydasx.

BospacTt neten ot 9 oo 12 ner

B JaHHOM BO3pPAacCTE AC€THU, KaK IMPABUJIO, YK€ HACJIBIIIAHBI O TOM, KaKas I/IH(l)OpMaHI/ISI CYIICCTBYCT B
I/IHTepHeTe. COBCpIJ_ICHHO HOPMAJIbHO, YTO OHHU XOTAT 2TO YBUIACTH, IMPOYCCTH, YCJIBIIIATD. HpI/I 3TOM
HYXHO IMOMHUTB, YTO JOCTYII K HEXKEIATCIIbHBIM MaTC€pruajlaM MOXHO JIETKO 336J'IOKI/IpOBaTI) IIpu momMouun

CpCACTB Poaurenbckoro KOHTPOJIA.

CoBeTbl 10 0€30IIaCHOCTH JUIA aeTeit ot 9 no 12 ner
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1. CoznaiiTe CIMCOK TOMAITHUX MPaBWI MOCemeHus IHTepHeT npu ydacTHH eTei u TpeOyiTe ero
BBITTOJTHEHUSL.

2. TpeOyiite ot Bamero pedenka coOII0CHIS HOPM HAXOXKICHHS 32 KOMITBIOTEPOM.

3. Habmroaiite 3a pebeHKOM Ipu paboTe 32 KOMIBIOTEPOM, MOKAKUTE eMy, yTo Bbl GecriokouTtecs o
ero 0e30MacHOCTH U BCErja TOTOBBI OKA3aTh €My TIOMOIIIb.

4. Komneiotep ¢ mnoakmoueHueM B VIHTEpHET IOJDKEH HaXOAWUThCs B OOIIeH KOMHaTe IOA
IIPUCMOTPOM POJUTENCH.

5. Hcnonw3yliTe cpencrBa OJOKMPOBAaHUS HEKENATEJBHOTO KOHTEHTa KakK [OINOJIHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe NpUHUMAThH HEMIOCPEJICTBEHHOE y4acTUE B )KU3HU peOeHKa, Oece10BaTh C 1€TbMH 00
ux apy3pax B IHTepHeTe.

7. HacrauBaiite, 4ToObl €T HMKOIJa HE COIJAILAINCh Ha JIMYHBIE BCTPEUM C JPY3bSIMH IO
WNHrepHery.

8. ITo3BoisiiTe IEeTAM 3aX0IUTh TOJIBKO Ha CalThI U3 "Oesoro" crnucka, KOTOPBIM CO3AalTe BMECTE ¢
HUMHU.

9. Ilpuyunte feTell HUKOI/Ia HE BbIAaBaTh JINYHYIO HHPOPMALIMIO CPEACTBAMU JIEKTPOHHOM MMOYTHI,
9aTOB, CHCTEM MIHOBEHHOT'O 0OMEHa COOOIIEHUSMH, PETUCTPAIIMOHHBIX (POPM, JINYHBIX MPOdUIeH U IpU
perucTpanuy Ha KOHKypchl B IHTepHeTe.

10. [Tpuyuure nereit He 3arpyxaTh nIporpammsel 6e3 Bamero paspemenus. OObsICHUTE UM, UTO OHU
MOTYT CITy4yaifHO 3arpy3UTh BUPYCHI MJIH JIPYTO€ HeXeIaTelbHOe MPOrpaMMHOE 00ecTiedeHue.

11. Co3paiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3allUCh AJis paOOThl HA KOMITbIOTEpE.

12. Ilpuyuure Bamiero pebenka cooOmarh BaM O JIFOOBIX yrpo3ax WIM TPEBOIax, CBS3aHHBIX C
WNuTtepuerom. HamomuuTe 1eTsM, 4TO OHU B 0€30MIaCHOCTH, €CJIM CaMM PaccKas3alld BaM O CBOMX TPEBOrax
U OTIACEHUSX.

13. Pacckaxute nersim o mopHorpaduu B UuTepHere.

14. HactauBaiiTe Ha TOM, 4YTOOBI JE€TU MPEAOCTABISUIA BaM JOCTYI K CBOEH AJIEKTPOHHOU ModTe,
YTOOBI BBl YOSIHIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OOBsICHUTE AETSAM, UTO HEIb351 HCIOIb30BaTh CETh JUIS XYJIUTaHCTBA, PACTIPOCTPAHECHUS CIUIETCH
WU yIPO3.

BospacTt geten ot 13 no 17 net
B >Tom BO3pPacTC NOAPOCTKU aKTHUBHO HCIIOJIB3YIOT ITOMCKOBBIC MAIIHUHBI, ITOJIB3YIHOTCA BHGKTPOHHOP'I

MOYTOH, CIIy’)kKOaMH MTHOBEHHOTO OOMEHa COOOIEHUSAMH, CKAUUBAIOT MY3bIKY U (UiIbMbl. Mabunkam B
3TOM BO3pacTte OOJIbIlIe IO HPaBy CMETATh BCE OIPaHUYCHHUS, OHH XKaXKIyT Ipy00ro roMopa, a3apTHBIX UTD,
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KapTHHOK "1 B3pocibIX'". JIEBOUKH MPEANOYUTAIOT OOIAThCS B YaTax, IpU 3TOM OHHU ropaszzuo Ooiee
qyBCTBUTEIbHBI K CEKCYaJIbHBIM JoMorareiabcTBaM B IHTepHeTe.

3ayacTyro B JAHHOM BO3pPAacTe POAUTENSAM yXe BeChbMa CI0XKHO KOHTPOJIMPOBATh CBOUX JETEH, TaK
Kak 00 MlHTepHeTe OHU yKe 3HAI0T 3HaYUTENbHO 00JIbIlle CBOUX poauTeneil. Tem He MeHee, He OTIycKaiiTe
nereii B "cBoboaHOE iaBanue" mo MatepHeTy. CTapaiiTech akTUBHO y4acTBOBATh B 00IIEHUU peOeHKa B
HNutepnere.

BaxxHo mo-npexxHeMy cTporo co6ioaars npasuia MHTepHET-0€30MaCHOCTH - COTJIALIEHUE MEKIY
pooutensiMu M AerbMu. Kpome Toro, HeoOXOAMMO Kak MOXHO 4alle HIPOCMAaTpUBaTh OTYETHl O
nestensHocTH Aeted B MHrepHere. Cremyer oOpaTHTh BHMMaHHWE Ha HEOOXOAMMOCTH COJACPIKAHUS
POIOUTENBCKUX Mapojel (maposiel aJMUHHCTPATOPOB) B CTPOrOM CEKpeTe M OOpaTUTh BHMMAaHHUE Ha
CTPOrOCTh 3TUX NAPOJIEH.

Cogersl 110 0€30MacHOCTH B 3TOM Bo3pacte ot 13 g0 17 ner

1. Co3paiiTe cmMCOK IOMAIIHUX MpaBHI MocemieHus MHTepHeTa mpu y4acTMM HOJIPOCTKOB U
TpeOyiiTe 0e3ycIoBHOTO €ro BhIMOTHEHHS. OOroBopute ¢ PeOCHKOM CIHCOK 3allpelleHHBIX CaHTOB
("uepHsbIii crincok"), yackl padboThl B IHTEpHETE, pyKOBOJICTBO 10 00IIeHHI0 B IHTEepHETE (B TOM YHCIIC B
yaTax).

2. KOMHBI-OTep C IMIOAKJIIFOYCHHUEM K CCTHU I/IHTepHCT JOJDKCH HAaXOJUTHCA B O6H.I€I71 KOMHAaTeC.

3. He 3a0biBaiiTe 6ecenoBaTh C IeThbMH 00 WX IpY3bsix B IHTEepHETE, O TOM, YeM OHU 3aHSTHI TAKUM
o0pa3zom, OyATO pedb UAET O APY3bsX B pealbHOM >ku3HU. CrpamuBaiiTe o JHOAAX, C KOTOPbIMH JIeTH
00IIIaI0TCSI IOCPEACTBOM CITY>KO MITHOBEHHOTO OOMEHA COOOIIEHHUSIMU, YTOOBI YOEIUTHCS, YTO ITH JIHOIU
UM 3HaKOMBI.

4. Hcnonw3yiiTe cpenctBa OJOKHMPOBAaHUS HEXKEJIATENbHOIO KOHTEHTAa KakK JIONOJHEHHE K
CTaHAapTHOMY PoUTENbCKOMY KOHTPOJTIO.

5. HeoOxomumo 3HaTh, KakuMU 4aTtaMu moisib3ytorcsd Bamm gertu. [loowmpsiite ucnonb3oBaHHe
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIIAINCH B IIPUBATHOM PEKUME.

6. HacranBaiiTe Ha TOM, 4TOOBI IETH HUKOT'/1a HE BCTPEUYAIMCh JIMUHO C IPY3bsIMH U3 ceTH MHTepHeT.

7. Ilpuyuute nereil He BbIAABATh CBOIO JMYHYIO MH(OPMAIUIO CPEICTBAMU IJIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MTHOBEHHOTO OOMEHa COOOUICHUSIMH, PErUCTPAIMOHHBIX (POPM, TUUHBIX NpoduIiel U Ipu
perucTpanyy Ha KOHKypcel B IHTepHeTe.

8. [lpuyunte nereit He 3arpykarh nporpammel 6e3 Bamero paspemenus. OObSICHUTE UM, YTO OHU
MOTYT CIy4YaifHO 3arpy3UTh BUPYCHI HIIM APYTroe HEeXKeENaTeIbHOE IPOrpaMMHOE 00eCIIeUeHHE.

9. Ilpuyunte Bamiero peGeHka coobmaTe BaM O JIIOOBIX Yrpo3ax WM TPEBOrax, CBSA3aHHBIX C
WutepHerom. HanoMHuTe 1€TSIM, YTO OHU B O€30MACHOCTH, €CJIM CAMM paccKas3alii BaM, O CBOMX YIpo3ax
wiu TpeBorax. [loxBamuTe UX U MOCOBETYITE MOAOUTH €Ille pa3 B MOJOOHBIX CIIydasix.

10. Pacckaxxute netsam o nopHorpaduu B MuTepuete. [lomorute um 3amutuThest ot cnama. Hayuure
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"O HampaBieHuH HHpopMauH"
(BMmecte ¢ "MeToagu4ecKMMH PEKOMEHIALUSAMH O...

Joxyment npenoctasien Koncynsrantlmoc
Jlara coxpanenus: 17.04.2019

IMOoAPOCTKOB HE BblJaBaTh B I/IHTepHeTC CBOCTO PCAJIBbHOI'0 3JICKTPOHHOI'O aapcCa, HC OTBCYATb Ha
HEXCJIaTCIIBbHBIC ITMChbMA U UCIIOJIb30BaTh CIICHUAJIBHBIC IIOYTOBBIC (bHJII)TpBI.

11. [IpuyunTe cedst SHAKOMUTHCS C CaliTaM#, KOTOPBIE MTOCEUIAI0T MOIPOCTKH.

12. HayuuTe neteit yBakaTh APYrUX B UHTEPHETE. Y OSAUTECH, YTO OHM 3HAIOT O TOM, YTO MpPaBHJIA
XOpOIIETO MOBEACHUS ICUCTBYIOT BE3JIC - 1K€ B BUPTYaIbHOM MUDE.

13. OOmbscHUTE AETAM, YTO HU B KOEM CcCllyyae HeJb3s Hcrosb3oBaTh CeThb Ui XYJIUTAHCTBA,
pacIpoCTpaHEHuUs CILIETEH WM YIPO3 IPYTUM JIFOISM.

14. Ob6cyaute ¢ NOAPOCTKaMU MPOOJIEMBbl CETEBbIX a3apTHBIX WUIP M HMX BO3MOXHBIA PHCK.
Hamomuure, 94T0 11€TH HE MOTYT UTpaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpoONUpYiiTe ucnonb3oBanue Mureprnera Bammm pedbenkom! 1o He HapylIeHUE ero
JUYHOTO IIPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTH M IposiBIeHWE Bameld poauTenbeKou
OTBETCTBEHHOCTHU U 3a00THI.
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